
Investment Recovery Association 
2016 Conference & Tradeshow 
Houston, TX 

Cyber Security 
Edward M. Stroz 
Executive Chairman 

March 8, 2016 



2 

Our Purpose Today 

 
  Introduction to the topic of “Cyber Security” and how 

to understand it 

Explain the dimensions of the problem and why it is 
so difficult to achieve cyber security 

Provide some important observations and trending 
questions we all face 
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Most “Cyber” Threats Use Software In Attack 

“Malware” is harmful software (“code”) 
  “Cyber” is a term to refer to computers and computer networks 

and how they communicate. 

 Computers will carry out any instructions they are able to 
receive and process, and those instructions come in the form 
of software. 

 Hackers are people who want to send unauthorized software 
(malware) to computers owned by other people. 

 So, hackers usually want to get their malware on your 
computer.  Think of their code as “poison” they want you to 
ingest, but they hide it in the food you would normally eat. 



A real example of phishing scheme… 
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The Malware Could be “Ransomware” 



Dmitri Alperovitch and George 
Kurtz, founders of a computer 
security firm called CrowdStrike, 
demonstrate just how easy it is 
for Chinese spies to infiltrate 
American offices. 
 
In some cases, they send a fake 
email to a U.S. worker that looks 
as if it comes from a colleague. If 
the worker clicks on the 
attachment, the Chinese hacker 
can not only steal documents, but 
also activate the computer's 
camera to watch the worker and 
listen in on conversations. The 
goal of such spying, the story 
explains, is for China to advance 
its own industries without putting 
in the research or funding 
required. 

Malware Can Spy on You… 
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"This is different. This is taking 
our technology that our 
businessmen have spent 
money, energy, years 
developing, just taking it for 
themselves." 

News Reports on the Malware 



New high-end cars are among 
the most sophisticated 
machines on the planet, 
containing 100 million or more 
lines of code. Compare that 
with about 60 million lines of 
code in all of Facebook or 50 
million in the Large Hadron 
Collider. 

Can automobiles be hacked? 
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Vehicle control system depends on system 
components manufactured by different 
vendors 
 Each vendor contributing parts to a car uses their 

own software and hardware 
Manufacturers like to develop components that will 

work for different kinds of vehicles (cheaper) which 
can spread the vulnerabilities across them 
 The complexity of components like sensors, 

actuators, wireless communication, multicore 
processors are steadily increasing.  Complex 
systems are harder to secure. 
 

How do we build trust from untrustworthy parts? 
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Trusting Systems You Didn’t Build To Work 
Together Properly 
 Development of control system may be 

independent of system implementation 
Challenge of integrating various subsystems while 

keeping them functional 
Research missing on understanding interactions 

between vehicle control systems and other 
subsystems: 

o Engine, transmission, steering, wheel, brake, 
suspension 

 

Are we engineering security into our devices? 



…Seagoing Vessels Are At Risk Too 
 A recent demonstration by a UT Austin team showed how a 

potential adversary could remotely take control of a vessel by 
manipulating its GPS. 
 The yacht “White Rose of Drachs” was successfully spoofed 

while sailing on the Mediterranean. 
 The team’s counterfeit signals slowly overpowered the 

authentic GPS signals until they ultimately obtained control of 
the ship’s navigation system. 
 “The ship actually turned and we could all feel it, but the chart 

display and the crew saw only a straight line.” 
 

Trains, Planes, Automobiles and….. 

11 



… 

The team, led by assistant professor 
Todd Humphreys from UT Austin's 
department of aerospace engineering and 
engineering mechanics, took a GPS 
“spoofing” device the size of a briefcase 
aboard the White Rose of Drachs, as it 
passed 30 miles off the coast of Italy.  

From the upper deck, they were able to 
broadcast fake GPS signals from their 
spoofing device toward the ship’s two 
GPS antennas, which slowly 
overpowered the authentic GPS signals 
until they ultimately obtained control of 
the ship’s navigation system.  

Unlike GPS signal blocking or jamming, 
spoofing triggers no alarms on the ship’s 
navigation equipment, according to 
Humphreys. To the ship’s GPS devices, 
the team’s false signals were 
indistinguishable from authentic signals, 
allowing the spoofing attack to happen 
covertly.  

Source: UT Austin “Know” 

Here is the press story… 
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Not Just Ships In The Water… 

Vulnerabilities extend to the entire 
maritime transportation system. 
Hackers recently shut down a floating oil 
rig by tilting it. (Reuters 4/23/14) 
Another rig was so riddled with computer 
malware that it took 19 days to make it 
seaworthy again. (Reuters 4/23/14) 
 

Maritime risks are not limited to vessels 
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Certain systems are especially important 

Some of our nation’s most important critical 
infrastructure is increasingly controlled by 
computer networks 
 
 Power systems (“smart grid”) 
 Transportation systems (“smart transportation”) 
Water supply systems 
 Air traffic control 
 Building control systems (“smart buildings”) 
 This infrastructure is potentially vulnerable to 

failures of computer systems or deliberate cyber 
attacks 



16 Critical Infrastructure Sectors 

Chemical Communications  Commercial Facilities Critical Manufacturing 

Dams Defense Industrial Base Emergency Services Energy 

Financial Services Food & Agriculture Government Facilities Healthcare &  
Public Health 

Information Technology Nuclear Reactors,  
Materials, & Waste 

Transportation Systems Water & Wastewater  
Systems 

The federal government has identified… 
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We are improving our understanding of the risks… 
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Critical Infrastructures Use SCADA Systems 



18 

What are the right questions to ask? 
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• How do you build a trustworthy platform from untrusted 
components? 
 

• With three billion people on line today using a trillion devices, 
how do we insure the integrity of our information in an open 
society?  
 

• “National security” is strategic and driven from the top, but 
“homeland security” is decentralized and works largely from the 
ground up.  How do we ensure they are complementing each 
other? 
 

• Is our organization paying enough respect to basic computer 
“hygiene” given that it is one of the most important aspects of 
security.  It's where 80% or more problems arise. 
 

• Secrecy and privacy are essential, but they do not scale.   

Trending questions everyone asks: 



• How do we know who is logging into our network, and from where?  
 

• How do we track what digital information is leaving our organization 
and where it is going? Do we have an effective data loss prevention 
program?  
 

• Which cyber threats and vulnerabilities pose the greatest risk to the 
organization’s business and reputation? What are the key assets to 
be protected? What is our strategy to address identified 
weaknesses?  
 

• What systems are in place to protect information transferred through 
mobile technologies? Is there a culture of responsibility with regard 
to each employee’s responsibilities in using mobile devices?  

Boards of Directors are asking: 
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• Is management focused on making cyber-risk part of 
everyone’s job, and not just IT’s?  
 

• Do we have the right gauges and metrics to measure the 
success of our cyberthreat management program?  
 

• Are we planning to map our policies to the NIST Framework, 
or something similar?  If we are already following an industry- 
recognized standard, how much effort would it take to map the 
steps we have already taken to another framework?  
 

• What are our training programs to educate our workforce 
about cyber risks and responsibilities? 

Audit/Risk Committees are asking: 
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Your 
Questions? 
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